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Overview of 
Data Loss Prevention (DLP)

جلوگيری از نشت داده ها

رضا اخلاقی سنقری

شركت مهندسی دمسان رايانه 
93ارديبهشت 
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5

Breaches since 2005
1380 and Counting

>318 M Records

The Risk

Customer Data

Social Security Numbers

Credit Card Numbers

Protected Health Info

Corporate Data

Financials

Mergers and Acquisitions

Employee Data

Intellectual Property

Source Code

Design Documents

Pricing

1:400 messages contains confidential data

1:50 network files is wrongly exposed

4:5 companies lost data on laptops

1:2 companies lost data on USB drives

Confidential 

Data Types

The Risk

DLP
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DLP

-

-

– Information Leak Prevention (ILP)

– Information Leak Detection and Prevention (ILDP)

– DLP

• Data Leak Prevention

• Data Loss Prevention

DLP

-DLP

-

-

-

Control Data-at-Rest Control Data-in-Motion Control Data-in-Use
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DLP

•HIPAA, SOX, GLBA

•Docs- Plans, …

•

DLP

•

•

•

•

DLP

DLP

-DLP

– DLP Management Console

– DLP Endpoint Agent

– DLP Network Gateway

– Data Discovery Agent (or Appliance)
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Data Discovery

File sharing 

serversDB Servers

Data Protection

Block, Log, Quarantine, Encryption, audit, 

notification …

DLP

Data Monitor

Data Endpoint

DLP
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USB/CD/DV
D

Stored 
data

Email

Instant 
Message

FTP

SharePoint 
/ Lotus 
Notes / 

Exchange

Databases

File 
Servers

Print/Fax

DLP Policy
Monitoring & Prevention
Discovery & Protection

Webmail

Web 
servers

Untrusted 
networks

DLP

The data in  use at endpoints can be leaked via ( Data-in-use  )

 USB

 Emails , Web mails

 HTTP/HTTPS, FTP

 IM

The data in motion can be leaked via ( Data-in Motion )

 SMTP

 FTP- HTTP/HTTPS

 Other Network Protocols

The data at rest could be Leaked Via ( Data-at-Reset )

 reside at wrong place

 Be accessed by wrong person

 Be owned by wrong person

DLP
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•data-in-use

DLP

•data-in-Motion

DLP
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DMZ

Network
Monitor

Internet

Network 

Monitor 

inspects traffic 

and captures 

any policy 

violations

3

End user 

initiates email, 

FTP, chat, 

Web, or other 

network 

communicatio

n 

1

SPAN Port or 

TapEnd Users

2 SPAN port or tap sends copy of 

network traffic to Network 

Monitor for analysis. Original 

traffic continues to destination.

Corporate LAN

DLP

Data-at-Rest

DLP
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DLP

•DLP
–

–

–

–

–

•DLP

– To define sensitive data, i.e., data classification

– To identify sensitive data  in real time

• Regular expression matching

• Multiple Keyword matching

• Document fingerprinting

• Database record fingerprinting

DLP
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DLP

DLP
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Management Platform

Symantec Data Loss Prevention Enforce Platform

Storage

Network Discover

Data Insight 
Enterprise

Network Protect

Endpoint

Endpoint Discover

Endpoint Prevent

Network

Network Monitor

Network Prevent 
for Email

Network Prevent 
for Web

DLPSymantec

2
4

Symantec DLP

Secured Corporate LAN DMZ
Disconnected

Network 
Discover

Network 
Protect

Endpoint 
Discover

Endpoint 
Prevent

MTA

SPAN Port or Tap

Enforce
Platform

Network 
Monitor

Network 
Prevent  
for Email

NetworkStorage

Endpoint

Policies/Mgmt

Network 
Prevent  
for Web

Web Proxy

Data 
Insight
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Symantec DLP

• Notification – by email, onscreen 
notification, marker file, syslog alert

• Blocking – SMTP, HTTP/S, FTP, IM, 
USB/CD/DVD, Print/fax, Copy/paste

• File Copy or Quarantine – for Network 
Discover (quarantine also for Endpoint 
Discover)

• Modification (SMTP) – for conditional 
encryption, for example

• FlexResponse (Storage, Endpoint) – API for 
custom responses, such as applying digital 
rights, encrypting files in place, and so on

• Described Data (DCM) – keywords, data 
identifiers, regular expressions, file type

• Fingerprinted Data

• Structured data (EDM)

• Unstructured data (IDM)

• Vector Machine Learning

• Group-based rules (AD user groups, 
senders/recipients)

• Additional detection features

• Match count threshold

• Boolean logic (and/or/if)

• Exceptions

Detection Rules Response Rules

Data Loss Policy

Build from scratch 
or 60+ policy 
templates

DLP

• Policies are the heart of Symantec DLP

– Main policy components: Detection, Groups, Response

– Define how/what data detect

– Define how to respond upon detection

2

6
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Three main detection methods

– Described Content Matching (DCM)

– Fingerprinting 

• Exact Data Matching (EDM)

• Indexed Document Matching (IDM)

– Vector Machine Learning (VML)

Simplest form of detection

Data is described, using:

– Keywords

– RegEx

– Data Identifiers

Data Identifiers

– Built-in intelligence using pattern-
based detection

– Performs algorithmic formulas on 
data to ensure legitimate data loss
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Exact Data Matching (EDM)

– Designed for structured data (e.g., databases)

– Extremely accurate due to exact data matching

– Matches based on data row (e.g. First Name, Last Name, CCN)

– Data is securely indexed using hashes of the data

– Index can be updated automatically

Index Document Matching (IDM)

– Designed for unstructured data

• Confidential Legal or Financial Documents

• Design documents

• Pictures or Videos

– IDM creates overlapping hashes of files

– Detects whole or partial file content (for text-based files)

Script 

• Designed for unstructured data

• DLP “learns” what to protect based on positive and 
negative sets of data

• VML detection executes on endpoint as well as server

Use Case: Customer wants to protect source code, but does not want to 
use IDM. Positive sets could be files containing proprietary/IP source 
code, while negative sets could be an open source project downloaded 
from the Internet.
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Symantec DLPData-in-Motion

• Inspects all network traffic for confidential data

• Prevent confidential SMTP, HTTP/S, FTP, and IM traffic 
from leaving

• Resides at network egress points in the DMZ

• Network DLP products

– Network Monitor

– Network Prevent for Email

– Network Prevent for Web

Symantec DLP

Monitors and prevents confidential email from leaving 
organization

Can take different actions on violating email

 Record incident, let email go

 Record incident, notify user (via email), let email go

 Enforce encryption (add SMTP header marking email 
for encryption gateway, such as Symantec Encryption 
Server)

 Quarantine email (add SMTP header marking email for 
quarantine destination, such as Symantec Messaging 
Gateway) and notify user

 Block email and notify user
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Network DLP – Network Prevent for Email

DMZ

Network
Prevent
(Email)

Internet

Email 

inspected, then 

blocked or 

modified if in 

violation of 

policy

4

End user 

sends email
1

2 Email 

forwarded to 

MTA

MTAEmail ServerEnd Users

3
MTA 

routes 

email to 

Prevent

Prevent 

sends 

email back 

to MTA

5

6
If email is unmodified, MTA 

sends it downstream. If header 

is modified, MTA takes 

appropriate action (typically, 

rerouting).
Corporate LAN

The above diagram is for reflecting mode.

Symantec DLP

• Network Prevent for Web integrates with ICAP-
compliant proxies to provide HTTP, HTTPS, and FTP 
protection

– Symantec Web Gateway, Blue Coat, IronPort, MS ISA, Squid

3

4
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Network DLP – Network Prevent for Web

DMZ

Network
Prevent
(Web)

4

For violations, 

Prevent can tell 

proxy to terminate 

or modify 

transmission and 

optionally send 

new page to end 

user

5

End user 

sends data 

transmission

1

Web Proxy
End Users

Proxy sends 

transmission 

to Prevent

6

Corporate LAN

3

If data 

transmission does 

not violate a 

policy, the proxy 

sends it 

downstream

2
Data sent 

to web 

proxy

Data 

inspected 

for policy 

violations

Internet

Symantec DLPData-at-Rest

• Network Discover

• Network Protect

• Data Insight
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Storage DLP: Network Discover

• Identifies confidential data exposed on file servers, NAS 
filers, databases, collaboration platforms, intranet sites, 
email servers, etc. 

Storage DLP: Network Discover, cont’d

• What targets can it scan?

• Server & Endpoint targets natively 
supported

• Custom Web Services – Discover will 
act as a web service and accept 
content

• Scanners require agent on the target

– Note: Scanners are being phased out
as native scanning is augmented
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Storage DLP: Network Protect

Automatically protects files found during a 
Network Discover scan

Uses DLP Policies to enforce response actions, 
which include:

–Copy: Copy a file and save it in another location.

–Quarantine: Move the file to another, more secure 
location. Optionally,  leave a “marker file” in the 
original location.

–Execute FlexResponse: Call another product to 
execute an action 
(e.g., call PGP Netshare to encrypt a file)

Architecture: Network Discover & Protect

Corporate LAN

Network
Discover

Network
Protect

Discover mounts 

to remote file 

system

1 2 Discover reads 

the files

Files inspected for policy 

violations
3

Target File Systems

Protect can 

automatically 

copy or 

relocate files 

that violate 

policies

Quarantine Location

4

The above diagram is for the agent-less deployment option.
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Storage DLP: Data Insight

• Provides additional file access and usage details, 
which can be added to the DLP incident

• How does it work?

– Monitors files & folders based on 
policy

– Stores and displays access/usage 
details, which can be leveraged by 
Symantec storage and security 
products

Symantec DLPData-in-use

Endpoint DLP gives data security teams the insight 
and control they need to secure confidential data at 
the endpoint, whether for laptops, desktops, or 
Windows servers.

Endpoint DLP products

 Endpoint Discover

 Endpoint Prevent
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Symantec DLP for Endpoint 

4
3

Enforce 
Platform

Endpoint Agents
(Prevent & Discover)

Endpoint Agents
(Prevent & Discover)

Endpoint Agents
(Prevent & Discover)

Endpoint
Server

Endpoint
Server

Endpoint
Server

Corporate LAN

Endpoint DLP: Endpoint Discover

Similar to Network Discover, Endpoint Discover scans the 
internal hard drives of an endpoint identifying 
confidential data so steps can be taken to inventory, 
secure, or relocate the data.

It enables high-performance, parallel scanning of 
thousands of endpoints with minimal system impact.
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Endpoint Discover

1
Agent inspects files 

on internal drives for 

policy violations, 

optionally 

quarantines files or 

executes custom 

FlexResponse rules

Agent sends incident 

data to Endpoint 

Server

Disconnected

Agent functions 

when disconnected, 

storing incident 

data 

Endpoint 
Server 

End Users

2

Corporate LAN

The above diagram assumes DCM and User Group detection methods only. Otherwise, inspection occurs at the server.

Endpoint DLP: Endpoint Prevent

Endpoint Prevent monitors all information leaving the end-user 
machine whether on or off the corporate network. 

What does it monitor?
 Removable Storage – USB, Firewire, SCSI, SD/CF Cards, PCMCIA 

storage, Floppies, eSATA, etc.

 Internal/Local Drives – Monitors data as it is stored locally

 CD/DVD

 Print/Fax

 Copy/Paste – Clipboard events

 Email

 Web – HTTP & HTTPS

 IM – MSN, Yahoo & AOL

 FTP

 Network Shares

 Application File Access Control – Configurable to monitor desired 
applications.
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Endpoint Prevent

1
Agent inspects files/data 

to internal drives, USB, 

CD/DVD, supported email 

clients / IM clients / 

browsers, FTP, print/fax, 

clipboard, and network 

shares (Windows Explorer 

only)

Agent sends incident 

data to Endpoint 

Server

Disconnected

Agent functions 

when disconnected 

and stores incident 

data 

Endpoint 
Server

2

End Users

3

Any blocking, onscreen 

notification, or 

FlexResponse rules  

rules are initiated locally

Corporate LAN

The diagram assumes DCM and User Group detection methods only. Otherwise, inspection occurs at  the server.

•DLP

•DLP

•DLPCIA

•DLPSOC

•DLPActive directory
windows

•DLPEnd-to-End
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