Overview of
Data Loss Prevention (DLP)
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Insidervs. The Hacker Inadvertent vs. Malicious

i 967% of leaks are due to faul
Breaches since 2005 b L S ty
1380 and Counting 1%
>318 M Records 1%  malicious Other
manager
approved

50%
of leakage
is due to
business

Insider \

52% 46%
of leakage |
is due to

process
employee
oversight

Data compiled from industry sources
including EFIC.org and PerkinsCoie.com. SourceNontu risk assessment findings.
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Confidential Customer Data Corporate Data Intellectual Property
Data Types Soci§| Security Numbersjill Financials - Source Code
Credit Card Numbers Mergers and Acquisition: Design Documents
Protected Health Info Employee Data Pricing
) 1:400 messages contains confidential data
_ ) 1:50 network files is wrongly exposed
The Risk

) 4:5companies lost data on laptops

) 1:2 companies lost data on USB drives
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— Information Leak Prevention (ILP)
— Information Leak Detection and Prevention (ILDP)
— DLP

e Data Leak Prevention

e Data Loss Prevention
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DLP Management Console

DLP Endpoint Agent

DLP Network Gateway

Data Discovery Agent (or Appliance)

torag

DLP Management DLP Data DATA at-rest at
Console Discovery SOURCE
Appliance
J AN .
Firewall
DATA in motion DATA in motion

Endpoint

DATA in-use at
SOURCE

DLP Gateway
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USB/cD/DV
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Print/Fax
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Untrusted
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DLP Policy

Monitoring & Prevention
. Discovery & Protection

File Web
Servers  SharePoint servers

/ Lotus Databases
Notes /

Exchange
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» The data in use at endpoints can be leaked via ( Data-in-use )
= USB
» Emails , Web mails
» HTTP/HTTPS, FTP
= IM
» The data in motion can be leaked via ( Data-in Motion)
= SMTP
» FTP- HTTP/HTTPS
= Other Network Protocols

The data at rest could be Leaked Via ( Data-at-Reset )
= reside at wrong place
= Be accessed by wrong person
= Be owned by wrong person
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SOURCE

ALLOW or BLOCK

DATA DESTINATION
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DATA in-motion via CHANNEL=jp Gateway ATA In-motion via CHANNE
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Network Network

Monitor Monitor
inspects traffic
and captures

any policy
violations
End user
initiates email,
FTP, chat,
Web, or other
network

communicatio

L&

End Users

SPAN Port or

e SPANng)rt or tap sends copy of

network traffic to Network
Monitor for analysis. Original
traffic continues to destination.

Corporate LAN
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DATA at-rest at
SOURCE

DATA at-rest at
SOURCE

DATA at-rest at
SOURCE

ACTIONs ACTIONs ACTIONs

DLP data
discovery agent
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— To define sensitive data, i.e., data classification
— To identify sensitive data in real time
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Regular expression matching
Multiple Keyword matching
Document fingerprinting
Database record fingerprinting
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December

Source: Gartner (|

2013)
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Network Discover
Endpoint Discover

Data Insight
Enterprise

Endpoint Prevent
Network Protect 5

Management Platform

Symantec Data Loss Prevention Enforce Pla

Network Monitor

Network Prevent
for Email

Network Prevent
for Web

tform
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Storage

Network

Data E Discover POIiCleS/Mgmt

Insight
Network
Protect

Enforce
i E l & Platform

Endpoint

Endpoint
Discover E
Endpoint

Prevent

oo

Prevent
for Email

Secured Corporate LAN

Network

SPAN Port or Tap

Network

3

==

Network E
Prevent =

for Web

Web Proxy

DMz
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Data Loss Policy

Build from scratch
or 60+ policy
templates

Detection Rules J Response Rules J

+  Described Data (DCM) — keywords, data Notification — by email, onscreen
identifiers, regular expressions, file type notification, marker file, syslog alert

Blocking — SMTP, HTTP/S, FTP, IM,
USB/CD/DVD, Print/fax, Copy/paste

File Copy or Quarantine — for Network

+ Fingerprinted Data
e Structured data (EDM)

¢ Unstructured data (IDM) Discover (quarantine also for Endpoint
] . Discover)
*  Vector Machine Learning I .
* Modification (SMTP) — for conditional
* Group-based rules (AD user groups, encryption, for example

senders/recipients)

.

™ ) FlexResponse (Storage, Endpoint) — API for
« Additional detection features custom responses, such as applying digital
. Matchicolnti oo rights, encrypting files in place, and so on

« Boolean logic (and/or/if)

*  Exceptions

DLP s slo cslons

* Policies are the heart of Symantec DLP
— Main policy components: Detection, Groups, Response
— Define how/what data detect
— Define how to respond upon detection

T
@ g e = & print
‘ Home Incidents |~ Manage ‘ System ‘ [ Send
Policies Data Profiles Discover Scanning
Manags > Policias > Palicy List @&
Add Policy
Hame & Dazcription Folicy Group Last Modified
@ Competitor Communications This plicy detects commurications with competitors. Confidential Data Pratection March 10, 2011 61117 AMPST 2 X
@ confidential Documents This palicy deterts company-confidential documents at risk of exposure. Confidential Data Pratection March 10, 2011 61XS3AMPST . X
@ Customer Data (DCH) This policy detects customer data at risk of exposure. Customer Data Protection March 22, 2011 30649PMFDT 2 X
@ Customer Data (EDH) Protect customer data with Exxact Data Matching General Policy Group February 23, 2011 10:30:25 AMPST 7 X
@ Custom Fi Type Detection Custom File Type Detection using Fltype Analyzer Intellectual Property Policies February 2, 2011 3:56:14 PMPST 2 X
@ Design Documents This policy detects various types of design documents such as CADJCAM at risk Corfidential Data Pratection February 2, 2011 8:19:04 AMPST X
of exposire.
@ Enployee Data (D) Pratect Employee EDM Data Emplayee Data Protection February 23, 2011 9:29:39 AMPST ./ X
@ Encrypted Data This policy detects the se of encryption by a variety of methads induding 5] Corfidential Data Pratection Janwary 11, 2011 1:38:21 PMPST 2 X
MIME, PGP, GPG, and fle password protection.
@ HIPAA fincluding PHE) This policy strictly enforces the LS Health Insurance Portabilty and Regulatory Enforcement January 11, 2011 1:38:44 PMPST 7 X
bt ol A
a
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>»Three main detection methods

— Described Content Matching (DCM)
— Fingerprinting

» Exact Data Matching (EDM)

* Indexed Document Matching (IDM)

— Vector Machine Learning (VML)
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»Simplest form of detection

»Data is described, using:
— Keywords
— RegEx
— Data Identifiers

»Data Identifiers

— Built-in intelligence using patterr
based detection

— Performs algorithmic formulas o
data to ensure legitimate data Ig

Rule Type

Content

~ Content Matches Reqular Expression
Detect incinents using regular expressions,

" Content Matches Exact Data From: | Customer Data Records -

Detect incidents from exact data profies. Sefect the appropriste exact dats profle.

" Content Matches Keyword
Detect incirfents containing kepworeds or keypérases.

' Corbent Matches Document Signature From: | Federsl Projects -

Match conient contained in indered document profe.

5 Content Matches Data Identifer: | Choose Data Identifier.. =]
Detect incicents by searching /o Europ Personal Identity - ;'
- Codice Fiscale

€ Detect using Vector Machine Le: r

Detects incidents by wsing Ve - Spanizh DNI 1D
- Burgersemicenummer
File Properties - UK Driver's Licence Number
- UK Tax 1D Number
£ Mesage Attachment or Fle Typk| - UK Passport Numbar
Lie e ruie fo find specifc tpod - UK National Insurance Huraber

- UK Hational Health Senice (NHS] Humber
- UK Electoral Roll Humber
- French INSEE code
" Message Attachment or File M - Siss AHY number
Mstch sttachment fenames 5Y U Asia Pacific Personal fdentity -
- Austialian Tax File Humber

{~ Message Attachment or File Size|
Malgh altachment or fies over

£ Custom File Type Signature
Lise this ruke fo o

e i binar | - People's Republic of China ID
~Hong Kong I
Protocol - Singapare NRIC
- South Korea Resident Registration Humber
¢ Protocol or Endpoint Monitoring| 7 smvan ROC 1D -
Detects inpidenis on the Networfl oo 0 -

£ _Endnoint Deics Class cp 10

14
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»Exact Data Matching (EDM)
— Designed for structured data (e.g., databases)
— Extremely accurate due to exact data matching
— Matches based on data row (e.g. First Name, Last Name, CCN)
— Data is securely indexed using hashes of the data
— Index can be updated automatically

»Index Document Matching (IDM)
— Designed for unstructured data
+ Confidential Legal or Financial Documents
» Design documents
* Pictures or Videos
— IDM creates overlapping hashes of files
— Detects whole or partial file content (for text-based files)

Script cblssl olsl 5 (ausds p5lSe

* Designed for unstructured data

* DLP “learns” what to protect based on positive and
negative sets of data

* VML detection executes on endpoint as well as server

Use Case: Customer wants to protect source code, but does not want to
use IDM. Positive sets could be files containing proprietary/IP source

code, while negative sets could be an open source project downloaded
from the Internet.

15
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* Inspects all network traffic for confidential data

* Prevent confidential SMTP, HTTP/S, FTP, and IM traffic
from leaving

* Resides at network egress points in the DMZ

* Network DLP products
—Network Monitor
—Network Prevent for Email
—Network Prevent for Web

Jesil s1,» Symantec DLP s o,

»Monitors and prevents confidential email from leaving
organization

»Can take different actions on violating email
= Record incident, let email go
= Record incident, notify user (via email), let email go

= Enforce encryption (add SMTP header marking email
for encryption gateway, such as Symantec Encryption
Server)

= Quarantine email (add SMTP header marking email for
guarantine destination, such as Symantec Messaging
Gateway) and notify user

= Block email and notify user

16



Network DLP — Network Prevent for Email

@ Email Network
inspected, then (FE;V;BT
blocked or
modified if in
violation of
policy
MTA Prevent
routes sends
Email email to email back
End user forwarded to Prevent to MTA
sends email MTA
Y"\
LN - —
e =
End Users Email Server MTA

If email is unmodified, MTA
sends it downstream. If header
is modified, MTA takes
appropriate action (typically,

Corporate LAN

The above diagram is for reflecting mode.

&6 il S8l s 6l Symantec DLP s ol

* Network Prevent for Web integrates with ICAP-
compliant proxies to provide HTTP, HTTPS, and FTP
protection

— Symantec Web Gateway, Blue Coat, IronPort, MS ISA, Squid

SYMCWeb  Blue Coat McAfee CiscolronPort  MicrosoftISA  Squid

Gateway (Webwasher) S-Series
Monitor & Block | HTTP Y Y Y Y Y Y
Web Requests | HTTPS Y Y Y Y n il
Monitor & Block | HTTP n Y Y n Y n
Web Responses | HTTPS n Y Y n n n
Remove | HTTP Y Y Y n Y Y
Web Content HTTPS Y Y ¥ n n n
Monitor & Block FT! n Y Y Y Tunneled Only* n

*Covers GET requests only (for FTP on Microsoft ISA).

N

17



Network DLP — Network Prevent for Web

Data

inspected
for policy
violations

Proxy sends
transmission

End user to Prevent
sends data
transmission Data sent
to web
KIX iiad
@9 <

End Users

Corporate LAN

For violations,
Prevent can tell

proxy to terminate
or modify
transmission and
optionally send
new page to end

Web Proxy @ If data

transmission does
not violate a
policy, the proxy
sends it

Data-at-Rest s ,0 Symantec DLP |5 l,

* Network Discover

* Network Protect

 Data Insight
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Storage DLP: Network Discover

+ Identifies confidential data exposed on file servers, NAS
filers, databases, collaboration platforms, intranet sites,
emalil servers, etc.

Showing 1 ko 17 of 17 entries

- _ T Target
Target N =
™ * Target Name S e
r :[carj‘s ExchangeMalbox (o
I™ [3] ACME Exchange Scan Exchange
- @B ACHE SharsPaint - Legal g o

Subsite Scan

I @3 AcrE SharePoint Scan SharePaint
™7 @ Notes DB Scan Lotus Notes
™ S Enforcedemo Fileshars Scan File System

™ E3HR Pubblic File Share File System

I (g MSFT Database S0l Database

New Targetv () StatScan () PawseScan (W) Stopscan 57 Fiker

Policy Groups > Servers Last
e Modified
Customer Data Protection, Default Policy Group, General Policy  Local Detection
Group, Intellectual Property Polcies Server
Custamer Data Protection, General Palicy Group, Intellectusl Local Detection
Property Policies Server

Local Detection

Customer Diaka Prokection, Intellectual Property Policies
Server

Local Detection

Customer Data Protection, Intellectusl Property Policies

Server
Cuskomer Data Prokection, Defaul Policy Group, Intsllectusl Local Detection
Praperty Policies Server
Custamer Data Protection, General Policy Group, Intellectual Lacal Detection
Froperty Policies Server

Employes Data Protection Local Detection
Server
Local Diekection

Customer Data Protection, Intellectual Froperty Folicies
Server

Shiow)

Scan Ne:

Status St

Ready

Ready

Ready

Ready

Ready

Ready

Ready

Ready

Storage DLP: Network Discover, cont’d

What targets can it scan?

supported

act as a web service and accept

content

— Note: Scanners are being phased out
as native scanning is augmented

Mew Target v | @ [Start Scan ® Pause
. . Server
Server & Endpoint targets natively e System
= Target
Lotus Notes Type
SQL Database % [a
. . R ; Exchange o
Custom Web Services — Discover will sharepoint
Exchange ERenange IErL
Endpoint
File Systermn o SharePoint a}
Custom
Scanners require agent on the target web services rckory G
Scanner 4 SharePoint
Endpoints Exchange
- G All Sensitive Data - Web Server
Share folder File System
- B Endpoint eDAR: Scar| Documenturmn
(Flexresponse) LiveLink
™ E2 Enfarcedema Filesh, Generic

19



Storage DLP: Network Protect

»Automatically protects files found during a
Network Discover scan

»Uses DLP Policies to enforce response actions,
which include:

—Copy: Copy a file and save it in another location.

—Quarantine: Move the file to another, more secure
location. Optionally, leave a “marker file” in the
original location.

—Execute FlexResponse: Call another product to
execute an action
(e.g., call PGP Netshare to encrypt a file)

Architecture: Network Discover & Protect

Files inspected for policy
violations

Network

Discover
Network
Protect

Protect can

a Discover mounts 9 Discover reads automatically

to remote file the files f;z)é;t; files
system

that violate
policies

LW W =

Target File Systems Quarantine Location

Corporate LAN

The above diagram is for the agent-less deployment option.
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Storage DLP: Data Insight

» Provides additional file access and usage details,

which can be added to the DLP

e How does it work?

— Monitors files & folders based on
policy

— Stores and displays access/usage
details, which can be leveraged by
Symantec storage and security
products

incident

Policy Details

Policy Name: MonitorLegalFolderShare

Description:  This palicy manitors the Legal folder on the
Enforcedemoxé+ Fileshare

Policy Type: Data Activity Trigger Palicy
Severity: HIGH
Enabled: trus

Created By: Administrator@ACME

wirite, Midir, Rmdir, Renamedir
Minumum Accesses: 100 accesses per day

Selected Paths:
[IY\Enforcedemoxed acme. comiFileshareilegal

Notification:
itsecurty@acme  com

Cloze

Access Type: Read, ‘Wwrite, Create, Delete, Rename, Dir Read, Dir

Data-in-use sl,, Symantec DLP ,ls ol,

»Endpoint DLP gives data security teams the insight
and control they need to secure confidential data at
the endpoint, whether for laptops, desktops, or

Windows servers.
»Endpoint DLP products

» Endpoint Discover
= Endpoint Prevent

21
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Enforce

Platform

Endpomt
Server

Endpomt Endpomt
Server Server

Endpoint Agents Endpoint Agents Endpoint Agents

(Prevent & Discover) (Prevent & Discover) (Prevent & Discover)

Endpoint DLP: Endpoint Discover

» Similar to Network Discover, Endpoint Discover scans the
internal hard drives of an endpoint identifying
confidential data so steps can be taken to inventory,
secure, or relocate the data.

>t enables high-performance, parallel scanning of
thousands of endpoints with minimal system impact.
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Endpoint Discover

Endpoint
Server

Agent functions
e Agent sends incident when disconnected,

Agent inspects files data to Endpoint storing incident
o : : Server data
on internal drives for

policy violations,

optionally

quarantines files or

executes custom

FlexResponse rules

End Users Disconnected

The above diagram assumes DCM and User Group detection methods only. Otherwise, inspection occurs at the server.

Endpoint DLP: Endpoint Prevent

»Endpoint Prevent monitors all information leaving the end-user
machine whether on or off the corporate network.

»What does it monitor?

Removable Storage — USB, Firewire, SCSI, SD/CF Cards, PCMCIA
storage, Floppies, eSATA, etc.

Internal/Local Drives — Monitors data as it is stored locally
CD/DVD

Print/Fax

Copy/Paste — Clipboard events

Email

Web —HTTP & HTTPS

IM — MSN, Yahoo & AOL

FTP

Network Shares

Application File Access Control — Configurable to monitor desired
applications.

23



Endpoint Prevent

Agent inspects files/data
to internal drives, USB,

Endpoint
Server
CD/DVD, supported email

clients / IM clients / Agent sends incident Agent functions

browsers, FTP, print/fax, data to Endpoint when disconnected
clipboard, and network Server and stores incident
shares (Windows Explorer data

only)

/:gt);fit::lzglgLng(;ronscreen ‘ .L D 1 18 ) ‘ \
FlexResponse rules .r‘_' "' "‘

rules are initiated locally i
End Users Disconnected

The diagram assumes DCM and User Group detection methods only. Otherwise, inspection occurs at the server.
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