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Charles Sturt University: Cotol (sl 0y9d pwyde
. Digital Forensics

. Applying Law to Emerging Cyber Dangers
. Cloud Models, Architecture, and Risk Management

TUV Rhineland and QMS ltaly: ISMS Auditor/Lead Auditor ISO/IEC27001:2005
Avira: Technical Expert

Kaspersky Lab: Certified Professional :bls,l sl ol
McAfee: Risk Advisor, Application Control, DLP, Firewall enterprise www.Mehrazma.com :culu g w2
Falcongaze: Secure Tower DLP Technical Support Mehrazma@Mehrazma.com : |,

@Mehrazma 5l Sk
https:/ /ir.linkedin.com /in/mehrazma : ;.80
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Insider
92%

Hacker
487

Data compiled from industry sounces
including EPIC.org and PerkinsCoie.cam.

s 031> coiel gl surgs 031D o

-1%
1% malicious Other

manager
approvad

.
46% W Csdueto

ofleakage §  business

is due to process
employee
oversight

H )

SourceNantu risk assessment findings.



Top 10 Distribution of Targets
2014
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B Government
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Top 10 Distribution of Targets
2015

B Industry

B Government

® Organization

® Education

B Single Individuals
>l

H News

H Finance

® Healthcare

B Online Services
H ther
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B E-Commerce

= Software

® Retail

®Video Games

= Hotel and Hospitality
= Telco

= Entertainment

= Restaurant

¥ Internet Services

® Computer Hardware
= Other
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Top 10 Industries
2015

B E-Commerce

B Software

® Hotel and Hospitality
= Retail

B Telco

B Internet Services

B Video Games

B Email Service Provider
“ Airline

B Restaurant

& Other




Top 10 Organizations
2014

B MNon-Profit

W Palitical Party
= Religion

® United Mations
® Software

B Conference

® Human Rights
® Political

® Sport

B Think Tank

® Education

= Charity

= Professional

= Other




Top 10 Organizations
2015

W Non-Profit

® United Mations

B Software

o Law Enforcement
® Professional Category
® Human Rights

W Political Party

B Education

& Religion

o Politics

B Terrorism

® Hacking Crew

® Other
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M Botnet, Hacking

M Phishing

W Web defacement

M Virus & Spyware

M Spam

W Smartphone related

W Web code injection




Motivations Behind Attacks
2015

2.4%

® Cyber Crime
Hacktivism

W Cyber Espionage

M Cyber Warfare




0.0%

UNKNOWN

SQLI

DEFACEMENT
TARGETED ATTACK
DDOS

ACCOUNT HIJACKING
MALWARE
MALVERTISING
MALICIOUS IFRAME/JS
DNS HIJACKING

XSS

OTHER

Top 10 Attack Techniques
2015vs 2014

10.0% 15.0% 20.0%

5.0%

X 17.5%
- o

12.4%
14.8%

10.5%
9.5%

9.7%
9.3%

8.8%
9.8%

9.4%

X 2.1%
. 0

1.1%
0.7%

0.9%
1.0%

0.1%
0.5%

6.7%
8.9%

m2015 ®m2014

el




15

Frequency of incident types with confirmed breaches

POS INTRUSIONS

CRIMEWARE

CYBER-ESPIONAGE

INSIDER MISUSE

WEB APP ATTACKS

MISCELLANEQUS ERRORS

PHYSICAL THEFT/LOSS

PAYMENT CARD SKIMMERS

DENIAL OF SERVICE

28.5%




Top Cyberattack and Data Breach Worries

21%
Intellectual Property Theft
'A
2014 ., "
HHE%
3%*
"

\ 7%

Website Taken Offline
4%

3%

Waon't Fall Victim Fines or Legal Action
16 8

20156

12%

Reputation Damage

53%

Customer Data Theft
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WP Spcwurity Beweanch | Cyber Rk Repart 2005

Flgure 1. Top discovered CVE-2014 exploits

CVE-2014-0322 Microsoft Internet Explorer
CVE-2014-0307 Microsoft Intemet Explorer
CVL-2012-0515 Adobe Mash
CVE-2014-4114 Microsoft Windows
(VE-2014-1761 Microsoft Office
CVE-2014-1776 Microsoft Intemet Explores
CVE-2014-04596 Mozilla Firefox
CVE-2014-6332 Microsoft Windows
CVE-2014-0497 Adobe Flash
CVE-2014-0502 Adobe Flash

Others
0%

20%

.EE.'H-
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Most Valuable Security Practices

Identity or password management
1

e B

Patch management
I,

Log analysis, security information W'ﬂlmhﬁtyammim research
18%
Virus or worm detection and analysis
N 5

Incident response
N, )

Monitoring emplayee behavior
I 5

Researching new threats
hu%

Written responses to audit items
.

Data: InformstionWeek 20012 51 E ¢ Security Survey of 046 business technology and security professionals s companies

rategl
with 100 of more employees, i)




Figure 9.1: Privacy Policy is the Most Common Social Media Policy

“Which of the following social media policies or other policies that either include social media or are
referenced back to in social media policies does your company currently have?”

Privacy policy
Employee policy on personal use of social media

Disclosure, confidentiality, and ethics policies
Corporate policy on official corporate uses of social media
Community policy for customers, partners, and prospects

Channel specific (ex. Twitter, Linkedin, and YouTube) policies
Commenting policy

We currently don't have a separate policy that applies to social media

Other types of social media policy

0 20 40 60 =1 100

Basa: 34 of 61 raspondants for whomn sodal media sk managamiant 15 thalr primany or @ sigriicant part of thelr responsbility.
Source: "Guarang the Socal Gates: The Imperaiive for Soclal Madia Risk Management,” Almeter Group (Aug. 8,2012) e
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DATA BREACHES

DATA RECORDS LOST OR STOLEN IN 2015

707 509 815

=i and the slol alawas render
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World's Biggest Data Breaches ®

interesting story
Selected losses greater than 30,000 records
(updated 5th Feb 2015)

YEAR BUBBLE COLOUR METHOD OF LEAK | BUBBLE SIZE ileIe gisee iy (W RSl | DATA SENSITIVITY [ HIDE FILTER

Filter by..
ORGANISATION
 all

(O academic
O energy

(O financial

O gaming

O govemment
(O healthcare
(O media

O military

O retail

O tech

O telecoms

(O transport
O web

METHOD OF LEAK

@ al

() accidentally published
() hacked

() inside job

(O lost / stolen computer
(O lost / stolen media

O poor security




DATA BREACHES

DATA RECORDS LOST OR STOLEN IN FIRST SIX MONTHS OF 2015

707 INCIDENTS IBU%II £

d S 671 INci

Jamaica 1
South Amefica
& INCIDENTS (<1%)

Ch INCIDENTS

L1
Columbia 1 l

Global 61

Breach by Region*

Asia/Pacific
1t 63 INCIDENTS (7%)
A

lia 19 incIDENTS

Turk
Saudi Arabia 3
Iran 1

Europe 1
Finland 1
Ireland 1

*Due to legal requirements, not all breaches are reported or publicly disclosed.
Regional differences of data may not accurately reflect total data breaches that occur,

Statistics presented are based on the Breach Level Index [breachlevelindex.com]
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RISK ASSESSMENT SCORECARD

Data At Rest

Data in Motion
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ngh 721 incidents
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High
256 incidents
Very ngh
A
2178 incidents
Very High
Medium o\
9 incidents Medium
Medium s;
132 incidents
High
High .ﬁ!
24 incidents
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GG Security 1s
not a product,
but a process. 99

Bruce Schneier
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